
  

AI Code Agents and Secrets



  

How we used to do things
● Dev writes code
● Secrets live in .env
● App reads secrets
● Everything is mostly fine.



  

How we can do things now...
● Developer writes prompt.
● Agent reads repo.
● Agent runs shell.
● Agent edits files.
● Agent installs packages.
● Agent reads logs.
● Agent debugs environment.
● Agent shares commits or packages
● Agent may send context to remote model.



  

What is actually at risk?
● What risks does the new way of doing things 

impose for: 
– Using Code Agents? 
– Using AI integrations (e.g. external LLM APIs)?

Talk in pairs – come up with examples



  

.env files
● A nice way to store all your environment 

variables
● Common misconception: they don’t keep 

secrets safe! 
– Accidently gets pushed to public repos 



  

.env files risk
● So what, if OpenAI or Anthropic knows my 

keys? 
● Does it even matter? 



  

Sharing keys with AI firms
● Dangers are not that the AI company is "stealing" 

keys, it is rather that mistakes happens: 
– agent includes .env in a debug summary
– agent runs a command that prints env vars
– agent commits a secret
– agent installs/runs malicious package scripts
– agent writes logs containing secrets



  



  

Quick test
● Try to make the chatbot you’ve added to your 

portfolio site “spill the beans” and give you some 
secret key or just information on the system. 

● I bet it wont work as it won’t have access to it, but 
give it a shot anyway and see what it gives you. 

● ~5-10 minutes. Share findings in pairs



  

Making AI “spill the beans”
● Requires access to beans
● Not a problem for your chatbot, but if build a 

backend with file reading and such, it might well 
be able to. 

● Solution, limit what the backend tool has 
access to.
searchPublicDocs(query) > readFile(path) 



  

Where to store keys and secrets 
then? 

● We can still use .env files, just don’t have them 
on a computer where an AI lives. 

● We can also use Key Vaults. Same principle 
applies. 



  

.env files on live server
● Simply just let your keys/secrets stay on the 

server and never invite the AI in there! 
● Use the .env.example – makes it easier 



  

How to not impact development 
time?

● Use test keys for dev environments. 
– Limit these! e.g. TTL, white/blacklists, etc.

● Mock stuff (takes time to do so though)
● Setup a good CI flow, then it might be down to 

1 minute for real 



  

Key Vaults
● Won’t magically solve the AI being able to read 

your secrets issue. 
● Can help give an overview perhaps. 
● Some require 2FA – this helps. 
● -look at azure



  

What about .ssh keys? 
● “It” probably never will access your keys. 

… but it can! 



  

.ssh key practices

● Passphrases on ssh keys are no longer 
optional!

● Still wont help if SSH Agent has the key loaded.
● For serious (critical) setups; use hardware-keys



  

Takeaways
● “Be vigilant” still applies. 
● Use test keys, limit them and burn them.
● Consider whatever machine you have AI 

running on as compromised (healthy tinfoil hat)
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